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Course:
Introduction to Information Security Management

(1SO 27001)

Duration: 2 Days (9:00 — 16:00)
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Course Description:

Information security is of utmost importance to both you and your stakeholders. Our instructor has
developed a comprehensive course that provides an in-depth examination of the impact of the
International Standard for Information Security Management (ISO/IEC 27001:2022).

This course will provide you with an understanding of effective information security management by
using a systematic framework to protect confidentiality, integrity and availability of your
information.

Course Objectives:

¢ Identifying key requirements and benefits of ISO/IEC 27001:2022

e Managing information security in your organization

e Taking steps to ensure data security is a priority of your organization

e Attracting and retaining customers by better meeting current and future information security
needs

How You will Benefit:

e By the end of this training course, you will be able to

Explain the origins and changes of the ISO/IEC 27001 standard
Explains what an information security management system (ISMS) is
Identify the benefits of ISMS

Know the terms and definitions

Identify key concepts, principles, and structures

Identify key requirements of the ISO/IEC 27001 standard
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Course Outline:
e Explain key changes in Annex A, reflecting the changes contained in ISO/IEC 27002:2022.
These changes are:
> The overall structure has been improved into 4 main sections
— Organization, Person, Physical and Technological replacing the 14 sections in the
previous issue
> Control measures (Controls) decreased from 114 to 93 items
e Some control measures are included and some were removed. New control measures are
introduced, and others are updated.
e The concept of attributes has been introduced
> It is consistent with the terminology commonly used in digital security. These 5 attributes
are control type. Information Security Features Cyber Security Key Concepts operational
ability and security groups

Language:
e Class will be in Thai, Document will be in English

Class Method:
e Lecture with instructor lead workshop and discussions

Who should Attend the Training:

Manager/IT Manager/System manager

Executive representative of ISO/IEC 27001

Information security officer

Those who are involved in advising senior management on the implementation of ISO/IEC
27001 into their organizations.
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Program Trainer:
Quialified Trainer from Boston Network

Education  Bachelor of Computer Engineering, Chulalongkorn University

Certification:

Experience

MBA — Finance, Suffolk University, Boston, USA

Certified Information Systems Security Professional (CISSP) from ISC2
Certified Business Continuity Institute (CBCI) & (MBCI) from Business
Continuity Institute

Certified Internal Auditor (CI1A) from Institute Internal Auditor

CISA CISM CRISC from Information Systems Audit and Control Association

Certified ITIL (IT Infrastructure Library) Foundations v2, v3, v4
Certified 1ISO/IEC 20000 Foundation
Certified Information Security Foundation based on ISO/IEC 27002

Other Certifications: AWS Certified Cloud Practitioner (CLF)/ CEH /Security +
/ISFS 27002 MCTS: Project 2007 /MCSE+I / MCDBA / CCNA / NASD (Series 7)

/Novell CNA/ LPI Level 1/ Master CIW Admin / CIW Security Analyst / CIA

corporations in both government and business sectors in Thailand.

Experiences in Training and Project Consulting:

Trainer for Project Management, IT Service Management, ITIL v2, ITIL v3, ITIL v4, ISO/IEC

20000 for Boston Network, private and government sectors in Thailand

Consultant for ITSM 1SO/20000, 1SO/27001, Nation Multimedia Group, project period 18
months

Consultant for Business Continuity Management, BS-25999, National Housing Authority. He

had been selected to consult for two consecutive years.
Consultant for ISMS 1SO/27001, PTT ICT Solutions Co., Ltd, project period 12 months.
Certified CISSP (Certified Information System Security Professional), CISA (Certified

Information Systems Auditor), COMTIA Security+ and Project Management Professional (PMP)

Boston Network Co., Ltd. Tel. 02-949-0955, 02-318-6891 Mobile: 086-337-8266
E-mail: seminar@bostonnetwork.com, Web: http://www.bostonnetwork.com

Project Management Professional (PMP) from Project Management Institute

The trainer has more than 20 years of experience. He provides strategic IT consulting
and project management to many top corporations in Thailand and in the USA. He
used to work as an IT Manager for Fechtor, Detwiler & Co., Inc. (an Investment Bank
firm based in Boston, USA) for five years before came back to Thailand. His project
experiences include Enterprise Networking, Enterprise Application Development, IT
Service Management, ISO 20000, 15027001, Information Security Policy
Development, Enterprise IT Security Risk Assessment, Disaster Recovery Planning,
and ITIL Implementation. He is also a veteran public speaker and lecturer for public
event about IT best practice, Project Management and IT security to many top
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