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Course Description:

Information security is of utmost importance to both you and your stakeholders. Our instructor has
developed a comprehensive course that provides an in-depth examination of the impact of the
International Standard for Information Security Management (ISO/IEC 27001:2022).

This course will provide you with an understanding of effective information security management by
using a systematic framework to protect confidentiality, integrity and availability of your
information.

Course Objectives:

e Identifying key requirements and benefits of ISO/IEC 27001:2022

e Managing information security in your organization

e Taking steps to ensure data security is a priority of your organization

e Attracting and retaining customers by better meeting current and future information security
needs

How You will Benefit:

e By the end of this training course, you will be able to

Explain the origins and changes of the ISO/IEC 27001 standard
Explains what an information security management system (ISMS) is
Identify the benefits of ISMS

Know the terms and definitions

Identify key concepts, principles, and structures

Identify key requirements of the ISO/IEC 27001 standard
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Course Outline:
e Explain key changes in Annex A, reflecting the changes contained in ISO/IEC 27002:2022.
These changes are:
> The overall structure has been improved into 4 main sections
— Organization, Person, Physical and Technological replacing the 14 sections in the
previous issue
> Control measures (Controls) decreased from 114 to 93 items
e Some control measures are included and some were removed. New control measures are
introduced, and others are updated.
e The concept of attributes has been introduced
> It is consistent with the terminology commonly used in digital security. These 5 attributes
are control type. Information Security Features Cyber Security Key Concepts operational
ability and security groups

Language:
e C(lass will be in Thai, Document will be in English

Class Method:
e Lecture with instructor lead workshop and discussions

Who should Attend:

e Manager/IT Manager/System manager

e Executive representative of ISO/IEC 27001

e Information security officer

e Those who are involved in advising senior management on the implementation of ISO/IEC
27001 into their organizations.
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Program Trainer:
Qualified Trainer from Boston Network
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