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Course:
Best Practice in IT Security Management with

ISO 27001 (Introduction)

Duration: 3 Days (9:00 — 16:00)

Course Description:

The international standard ISO/IEC27001 provides a framework for organizations to implement 'best
practices’ in Information Security Management. The ISO standard is quite high level and generic and
in most cases does not provide practical solutions. This course will fill up this gap by providing more
examples in real life cases.

Course Objectives:
e This course is a practical approach to the implementation of Security to 1ISO17799 and ISO
27001 standard

Who should attend:

e This course provides comprehensive first-level training for personal who would like to comply
with 1SO27001 or anyone involved in provision, support, and delivery of organization’s
computer IT Security to comply with the new Thai Computer Security Law that will start
enforced estimated in year 2008. Potential attendants may includes:

— IT Head / IT Manager / EDP Manager / CIO
— Consultants / System Integrators

— Regulators / Business Owners

— IT Security and Control Professionals

Course Benefits:

You will learn a world class framework for resolving security issues

Enhancement of client confidence & perception of your organization

Enhancement of business partners’ confidence & perception of your organization
Provides confidence that you have managed risk in your own security implementation
Enhancement of security awareness within an organization

Assists in the development of best practice

Can often be a deciding differentiator between competing organization

Course outline:

e Background of 1ISO17799/27001

Security policy

Security organization

Asset classification & control

Personnel security

— Personnel screening

— Confidentiality agreements

e Physical & environmental security

e Communication & operation management
— Change control
— Segregation of duties
— Housekeeping (Back-ups, operator logs)
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Access control

— User Registration

— Privilege management

— Password management (including quality/strong passwords)
System Development & maintenance

Information security incident management

Business continuity management

Business Impact analysis

Compliance

ISO Implementation Risks and Success Factors

Language:

Class will be in Thai, Document will be in English

Class method:

Lecture with instructor lead workshop and discussions

Speaker:
Mr.Chattavut Peechapol
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Education:  Bachelor of Computer Engineering, Chulalongkorn University

MBA - IT for Business Transformation,
Massachusetts Institute of Technology

Certification: IRCA ITSM Provisional Auditor (ISO/IEC 20000:2005)

Certified ITIL (IT Infrastructure Library) Foundations

CGEIT (Certified in the Governance of Enterprise IT)

CISA (Certified Information Systems Auditor)

CISSP (Certified Information System Security Professional), a gold standard for
Information Security Professional (accredited by ANSI to ISO 17024:2003 in the
field of Information Security (www.isc2.0rg)

IRCA ISMS Auditor (ISO/IEC 27001:2005)

MCSE+I (Microsoft Certified System Engineer + Internet Specialist)

CEH (EC Council Certified Ethical Hacking)
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Experience: Chattavut has more than ten years of experience in IT and Telecom industry. He
provides strategic IT and Telecom consulting to many top corporations in Thailand.
The project includes ISMS 1SO27001 implementation, Business Continuity Planning,
Disaster Recovery Planning, Information Security Policy, IT Service Management
(ITSM), Telecom Expense Management (TEM), and e-Business Transformation. He
is also a lecturer for Executive MBA program for College of Management, Mahidol
University and Chulalongkorn University.
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