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1. wlaurganuawasdaanns (Security policy)

1.1 wlauiganudwaslasangdnsuaIsawne

(Information security policy)
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1.1.1 onssulonsanuiuasssasefidumssnsoisnes
(Information security policy document)

(Hu3wn789dnI) Fassarnulounsanuiuaslaensudmsy
sIsunavadadansanduaoansaionss ensnsulaunadadlasunis
a‘léﬁ'?mﬂ;ju‘%mﬂadaaﬁmﬁauﬁﬂﬂ‘*ﬁmu WAABILNELNS AWIN IR
wihsnumouenrsnuaiAsTesldiunu

1.1.2 manumunlguisanuduesasass (Review of the
information security policy)

(HU3n13096N3) Fassfiuminumunlguisanuiuasdlasasis
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2. TassaSmuainanaanadlananadinsuasans

(Organization of information security)

2.1 Tassasanmeamwanaawasdaannsaialuasans

(Internal organization)
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2.1.1 nalianudmAyveasdInswszmatmualiinisuing
5@ﬂ’15ﬂ’1\‘1@7’mmmﬁumﬂaa@ﬁ'ﬂ (Management commitment to information
security)
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2.1.2 midszmuauanusiuastsensonieluasdns (Information
security coordination)

(Huimssnsawne) daatmualiidununinauanmiienuedng
meluasdnaiadszamununienuiionulunsssnnuiuasasadslwiv
FIEWNAT0989ANT lasfidaunumsinasununuasan s
SuReTaUfinanenIiu

2.1.3 mitmuaniienasufiaseumeduenadunsdseade
(Allocation of information security responsibilities)
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2.1.4 nazmawmslunsawianslinugdninidszianassawing
(Authorization process for information processing facilities)
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2.1.5 mnsmuiliiaineanuauvadasnns (Confidentiality
agreements)
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with authorities)
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ﬁmﬂuﬁauﬁmﬁ’u (Contact with special interest groups)
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2.1.8 MINUMUAUANNIuAIUsanssfnsuaIswnalay
Q’mnaau'ﬁm: (Independent review of information security)

(HudwsanIswne) daaimualiiimiamasaunisuinisians
madifinau wazmafiafimdesiuanuiuaslasasviniuaawne
Iﬂslﬁmwaauﬁmzmmamzﬂmmﬁﬁmuﬂvﬁ wioflafimauaouudsefid

ANMURAYNINGBIANT

o adg a ¢
i azeynssumsduanuiiung lu asznssumsganssund@annsetind
quimaTuladdidnnseinduazaeuiiumesivana



"]
A

2.2 Tassaduneauanaanaslasanafiiigidasnuanamie

WibI89IA18Uan (External parties)
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n1guan (Identification of risks related to external parties)
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Tue9Lnan R BEWSUMIEWINAT09898NT (Addressing security when dealing
with customers)
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AuaMuuAIUsaa i BfRILAIEWNATEI896NT (Addressing security in
third party agreements)
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3. NIUIWIIVANIININD AUV DIDIANT (Asset management)

3.1 BNANaSURATaUAanI N auaIadAns (Responsibility for

assets)
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3.1.1 MIIAMUTININIEU (Inventory of assets)
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3.1.2 myrzudilwinvemin fi71 (Ownership of assets)
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3.1.3 MITINUNITNEI RUNLAUIZRY (Acceptable use of assets)
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3.2 N IIARNIANYA1IEWINA (Information classification)
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3.2.1 mﬁwmwyj’w%’wﬁaummumﬂ (Classification guidelines)

(FnihnuaIawng) azdasdalilnizuiumslunisdanuiangved

NINTRUMNIRUNANNIZAUTUANNEL e Tarmuan1angnany uaz

AuzoynsTUMIMUANUITUAL Tu AaiznsTUMITInTsuMeBannsoting

L4 Aa a g a J 1 a
ﬁuamﬂuia&Jmaﬂmauﬂmmzﬂauwammzmwm



v v

sauanuimanfifidesidns nifiieasldmitnslumtlesnuldading
LANZRY

3.2.2 mysarhiheda usenmssamInindsuasswine (Information
labeling and handling)
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4. ANaNWAILRBANBNINEILBINLYAAINT (HUman resources

security)

41 mM3aaNaanaslaaafanawn1391991% (Prior to employment)

ﬁq@ﬂszmﬁﬁalﬁwﬁfmm Qﬁadﬁmﬁwé’@mﬂﬁw (1w oM
thysinsgunanidng g v89046n3) uazwibonumeuan dilafisunun uas
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411 mismueninfianusuAameuduanuduaslaansy (Roles
and responsibilities)

(WU IEwne) dasimuaniniuazanusuiaseumedn
anuinelasatsdmiumisunasgralusmasnwoisnBIfnTLWENI
Qﬁadﬁmﬁwﬁmqﬁﬁw wazvTanihonumMouaniiasdnadasnsignan
Ufianuliasdn uazazdaimenadasiuulounsanuduadaaaiodmiy
RIRULNAVBIBIANT

4.1.2 MIaTaFe U mENLIAVaIIAT (Screening)
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41.3 n’mﬁ’mum’ﬁ"auvlmﬂ'm?m'm (Terms and conditions of
employment)
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4.2 ﬂ’]iﬂ%”lﬁ mwﬁ%mﬂaaﬂﬁ'ﬂ%s:wﬁ'\a ﬂ’]i%’]d\?'l%
(During employment)
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4.2.1 wihfilumausmsianameduanuiiuaslaaasis
(Management responsibilities)
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ﬁuﬂdﬂaaﬂﬁﬂlﬁLLﬁwﬁﬂdﬂu (Information security awareness, education, and

training)
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423 m:mum‘smﬁﬁmﬁaaﬂﬂw (Disciplinary process)
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4.3 ﬂ1$§%§ﬂﬁ%aﬂﬂitﬂ§Emmi%”wo’m (Termination or change of
employment)
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4.3.1 ms??qu%amimaismmiimmu (Termination
responsibilities)
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4.3.2 MIAUNSNIFUVBI09ANT (Return of assets)

(MIRNNBYANIUAZAININUARS) ﬁaaﬁmu@lﬁﬁﬁmﬁnﬁuq@
mﬁwmu‘ﬁ%aLﬂ?isué’nwm:mﬁwmuﬁm%’wﬁ’ﬁmaaaaﬁmﬁagiumm

AIDUAIDIVDIOW

o o o ad A o
iJW]ijTuﬂTiiﬂ“kl'Iﬂ’J'IiJ1Juﬂﬁﬂﬁﬁ]ﬂﬂElaluﬂ']iﬂi3ﬂ6ﬂ§5ﬂiihﬂ1iﬂlﬁﬂﬂiﬂuﬂﬁ

(1935%u 2) Uszd1) 2549



4.3.3 NInaAnauEND NN (Removal of access rights)
(RIRUNBRIRWLNALRZAIN I 1E1AT) AasrinTnaanauand
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5. ﬂ’]iﬂ%"]\‘lﬂ?ﬂuﬁ%ﬂdﬂaﬂﬂﬁﬂ‘ﬂ'\\‘iﬂﬂ ﬂmwuazﬁamﬂﬁau

(Physical and environmental security)
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5.1 USWNADINNIINEIANNNRAILAaaNY (Secure areas)
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5.1.1 MIIausImaaNTay (Physical security perimeter)
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5.1.2 mimuq&lm‘ilﬂ’]-aaﬂ (Physical entry controls)
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mydh-aan lussnamiefufiddesmssnmanulsansis wazauaaliHu
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5.1.3 Mysnwanuiuaslsansudmsudinme wasrinu uag
ﬂ%Wﬁﬁusuﬂ (Securing offices, rooms and facilities)
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5.1.4 miﬁadﬁ‘uﬁ’ﬂqnmwmnmﬂuanLLazﬁdLLaﬂﬁau (Protecting

against external and environmental threats)
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5.1.5 msﬂg‘jﬁ'@mu’tuﬁuﬁﬁﬁaa%’nmm’mﬁumﬂaa@ﬁ'ﬁ (Working in
secure areas)
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5.1.6 MIIALINIHIARIUNM TGN vIamIasnauNIanmwsilas
yanan1auan (Public access, delivery, and loading areas)
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5.2 mwﬁumﬂaamﬁ'ﬂﬂmqﬂnitﬁ: (Equipment security)
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5.2.1 myiasuazmtlasiugunsnl (Equipment siting and
protection)
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5.2.2 szuuuazgUnIalatuaywnI 1N (Supporting utilities)
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5.2.3 maauaelW aeFeas uazanuiaiiadueg (Cabling security)
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524 miﬂﬂ‘gd%’ﬂmqﬂﬂifﬂ (Equipment maintenance)
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5.2.5 M1l aoﬁuqﬂmfﬁﬁlﬁmuaguaﬂéwﬁfﬂam (Security of
equipment off-premises)
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5.2.6 nmimiagunininiamaihgunaninduanldudnasis (Secure
disposal or re-use of equipment)
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5.2.7 MINIWEFUUDI0IRNTEaNUENEHNIIH (Removal of
property)
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6. ﬂﬁiﬂ%ﬁﬂi%ﬂﬂﬂiﬁﬂ%ﬂﬁiﬁaﬂﬂillazﬂﬂiﬁﬁLﬁ%x‘]’l%‘ll'él\‘]
1 3 . . .
LASDU YR ITEWNAVDIDIANT (Communications and operations

management)

6.1 msﬁmumwﬁhﬁmw%’uﬁﬂ%amtazifuma%msﬂﬁﬁ'ﬁmu
(Operational procedures and responsibilities)
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6.1.1 Tuaaumstfianuiiiuapdnealdnes (Documented
operating procedures)
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6.1.2 mimuqumnﬂﬁﬂuuﬂm ﬂ%"uﬂ?a ﬂ%aLLﬁlmizuuﬂ%aqﬂmtﬁ
Iz u7aNaR1IRULNGA (Change management)
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6.1.3 Mm3udsmihfienusufiamey (Segregation of duties)
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6.1.4 MILYNTZUVUMATUNMINAIUT NMINARAL UaTNTIHLSNTe8N
ANNH (Separation of development, test, and operational facilities)
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6.2 NTUSHITIANITNITIAUIN5VBINUIB91WA8wanN (Third party

service delivery management)
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6.2.1 MIAUINIlasniIBwAEwan (Service delivery)
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6.2.2 MIATIFBLMIAUINMIIaunUIBUAEKan (Monitoring and
review of third party services)
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6.2.3 MIuTmsdamImIasuudaslunsliusang (Managing
changes to third party services)
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6.3 NI URWLAZNITATIVIITUNINA NI NITEUINA (System planning

and acceptance)
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6.3.1 MIINUHNHBANG BININTNENIENIFWLNG (Capacity
management)
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6.3.2 NIATIVILIZUL (System acceptance)

(FIRTNIUENTEWNA) FDI90 AN AN TATIVTU IS ULENTAULNA
I ﬁﬂ%’uﬂ?‘mﬁ'mau ﬁ%aﬁl,ﬂujulmj TunIdasEiumImasaunawiaz sy
sruvsnan 1

6.4 mM3ilasnulisunsufiladszaeaa (Protection against malicious and

mobile code)
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6.4.1 mitlesnulusunsufililseasdd (Controls against malicious
code)
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6.5 N13d1709T04a (Back-up)
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6.5.1 N3&1384TaYA (Information back-up)
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6.6 N1IUINITIANIINWATWBANMNNRAIUA AN BN ULAT D182 D9

29ANS (Network security management)
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6.6.1 A1ATNINLAIDTNY (Network controls)
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6.6.2 AuNuAILRaaRBEWULSMILAS 8118 (Security of network
services)
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6.7 N133aN13&eN 17 lwnsiniindaaa (Media handling)
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(Management of removable media)
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6.7.2 miﬁﬁ@%aﬁuﬁﬂﬁaga (Disposal of media)
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6.7.3 ﬂzumamJg’jaﬁﬁm%‘umi{f@mimiaumﬂ (Information handling
procedures)
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6.7.4 MIgIANNTUAIUREAR BFINTLLENENTIZLL (Security of
system documentation)
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6.8 Nsuantlagwasawne (Exchange of information)
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(Information exchange policies and procedures)
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6.8.2 ﬁamﬂaﬂumnmﬂLﬂ’éwmiauma (Exchange agreements)

W uanIEwng) dassaridaanadlunmsuanid fousnsauine
uazTanauITIENINIeInnT adraduauanwalanss

6.8.3 midaﬁaﬁ‘uﬁnﬁagaaan"lﬂuaﬂam’ﬂi (Physical media in
transit)
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6.8.4 MIFITBANUNIBLANNTAANS (Electronic messaging)
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6.8.5 sxuumiaumﬂmaﬁqsﬁaﬁL%auiﬁaﬁu (Business information
systems)
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(Electronic commerce services)
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6.9.1 MINTIDLANNTAANS (Electronic commerce)
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6.9.2 miﬁ'mqsnﬁuaauvlaﬁ (On-line transactions)
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6.9.3 msaumﬂﬁﬁmimULLwiaaﬂgmmsmz (Publicly available
information)
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6.10 M3tz IINAIRANNNWAIUABAAE (Monitoring)

ﬁq@ﬂszm&ﬁamw%’uﬁﬁmsmmsﬂizmawamsaumﬂﬁ"l,;ivlﬁ%'u
auaNa

6.10.1 msﬂuﬁﬂmqmsrﬁﬁLﬁm*’ﬁaaﬁ'umﬂ%mummumﬂ (Audit
logging)
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6.10.2 MIATIIRAUNTLTINUITUY (Monitoring system use)
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6.10.3 miﬂaaﬁ'uiagaﬂ'uﬁﬂmqmiﬂi (Protection of log information)
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6.10.4 duiinfanssumasiinauvasisnininieadesiuszuy
(Administrator and operator logs)
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6.10.5 ﬂﬁiﬂuﬁﬂm@ﬂ’]itﬁ“ﬁaﬁﬂwmﬂ (Fault logging)
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6.10.6 MIAIIaNVaIASaInaNRILAaIHATINM (Clock
synchronization)
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7. ﬂ’liﬂanqumswﬁﬁo (Access control)
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(Business requirements for access control)
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7.2 NTUIRITIANITNIILYINIVDY ;ﬂ% (User access management)
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7.2.1 myaanzidaunwinanu (User registration)
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7.2.2 MIUIMIIIOMIANTNIMINUITUY (Privilege management)
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7.2.3 MIvimssamIsRaHudmnIug T (User password
management)
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7.2.4 mwumu%w%mwﬁwﬁwao;ﬂ’ﬁmu (Review of user access
rights)
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7.3 nifaNasuAnrauaIy 15914 (User responsibilities)
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7.3.1 MIlTNuIRan1u (Password use)
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7.3.2 miflasrugunsninlaiiwinnugua (Unattended user
equipment)
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7.4 nﬁﬂ’anqun’lﬂm’lﬁmﬂ%am'\ﬂ (Network access control)

a 6 A a v K a A [ 1 s

faadszasdiieilasnumudrfanimmaeietislanlalesy
auRY9

7.4.1 wlanemsldanuusinsia3adng (Policy on use of network
services)
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(User authentication for external connections)
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7.4.3 mifigaddmaugUnsalumeaiatng (Equipment identification in
networks)
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7.4.4 mytloaruneianltiwiuamaseuuazlSuuaITTUY (Remote
diagnostic and configuration port protection)
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7.4.5 NMILLNLENLAIINE (Segregation in networks)
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control)
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7.4.7 MINUAUMNIMAUAFUNIIUKLATETE (Network routing
control)

(Hauaszuw) @Taaﬁmu@Léfumauum%aﬂwLﬁamuqumiﬁamia
mMaasaansuazm I mai suzasansawnauwasatne i duldauloune

mqumn%ﬁa

7.5 mim‘uqumitfhﬁaiwuﬂﬁﬂ'ﬁms (Operating system access

control)
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7.5.1 Tuaeujualunadrfaszuuaissiunsaaai
(Secure log-on procedures)
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7.5.2 ﬂ’liizqLLﬂ:ﬂgﬁlﬁﬁ’J@lumm@‘fﬁ/ﬂ’m (User identification and
authentication)
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7.5.3 STUUUIRIIIAMIIRENY (Password management system)
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7.5.4 mﬂ%@miﬂmnmﬂizmﬂgﬁ’ﬁ?}y (Use of system utilities)
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7.5.5 MIRUALIAIMTLTINUITULRTAWLNA (Session time-out)
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7.5.6 MISNAIL UMM IToNGaIZULFIEWNG (Limitation of
connection time)
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7.6 m‘smuqumitfwﬁamewamffmmzmiaumﬂ (Application and

information access control)
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7.6.1 MINAMIT IR IRULNA (Information access restriction)
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7.6.2 mnmm:uumiaum@ﬁﬁmwéwﬁ'zygo (Sensitive system
isolation)
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7.7.1 miflasnuguninizesslszinnwnun (Mobile computing and
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7.7.2 myUJuanuanmeuandininu (Teleworking)
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8. NIIANT NMITAAHT UATNITUIITINBITLVUF1TTWINA
(Information systems acquisition, development and

maintenance)

8.1 2aNBRAAWANNNWAIURDANIE IR IUTEUUE1SEWLNA (Security

requirements of information systems)
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(Security requirements analysis and specification)
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8.2 M3UszaIARAFITAWN AL NNALAZH (Correct processing in

applications)
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8.2.1 MIavamaudayadn (Input data validation)
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8.2.2 mimaﬁmauﬁagaﬁag’lmzmwmsﬂszmawa (Control of
internal processing)
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8.2.3 mm‘n'cnaaumwgﬂﬁawaaﬂ]’amm (Message integrity)
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8.24 mimwaauﬁagaﬁﬂaaﬂ (Output data validation)
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8.3 41AIN1IN3L1T13WATaYA (Cryptographic controls)
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cryptographic controls)
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(Security of system files)
a 6 4; (3 < a Y 6 d'
faadszasdiieassanunuadaaanslwiungdna g vasszund
T¥usns
a & & & @ A9 o A
8.4.1 mimuunIdaaITanduIiadlddzuunluinig
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test data)
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8.4.3 mimuqummﬁﬁama%ﬂﬁmﬁm%’mwu (Access control to
program source code)
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ns:u’aumiaﬁfuaw% (Security in development and support

processes)
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(Change control procedures)
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8.5.2 MINTIVFOUNNTHNINUVILAUNRLATUNLRARIINNTN
wasuwlasszuud§ianns (Technical review of applications after operating
system changes)
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(Restrictions on changes to software packages)
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8.5.4 mM3aInumsi InauesaIawina (Information leakage)
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8.5.5 mynamTanauIslasniigwAeuan (Outsourced software
development)
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8.6 M3USHIIIANsTWI Ina1saulsuazsan@uls (Technical

Vulnerability Management)
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8.6.1 mmmimquﬁaﬂ%imamﬂﬁﬂ (Control of technical

vulnerabilities)
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3 . . . .
2a9a9ANT (Information security incident management)
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(Reporting information security events and weaknesses)
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9.1.1 miiwmumqmmiﬁlﬁmﬁaaﬁ'vmmﬁumﬂaaﬂﬁs
(Reporting information security events)
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(Reporting security weaknesses)
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9.2 m‘m’%mﬁmmmazm‘sﬂ%’uﬂfgaLLfﬂm@iamqm‘szﬁﬁtﬁmﬁaaﬁn
aNnuNnasdaanny (Management of information security incidents

and improvements)

a & A vaaa P 'Y [y A @

faadszasdiialiiiinisnisanadasuaz ldnalunissinisdans
wansaiiingtasiuanuiiueslasadudmiuamIawnaLeiadnns
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procedures)
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(Learning from security incidents)
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9.2.3 mmﬁummw%é’ngﬂu (Collection of evidence)
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10. msmmsmwmaLﬁaﬂum‘smmumuwaamﬂn‘s
(Business continuity management)
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10.1 sadaugmdmsumsuImsanaaaitaslunsanidtuansas
29ANI (Information security aspects of business continuity

management)
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10.1.1 m:mumﬂumiﬁnmwmimﬁaﬂﬁﬁugﬁﬁa (Including
information security in the business continuity management process)
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(Business continuity and risk assessment)
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10.1.3 mﬁm‘hLLa:Sl%awuLquai"wamwmimﬁaﬂﬁﬁ'ugsﬁa
(Developing and implementing continuity plans including information security)
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10.1.4 mMymruanIaUinTLNMINIuRmRasnnusaadiaslwiv
hq‘iﬁfﬂ (Business continuity planning framework)
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11. msUfjifaagan1nue (Compliance)

11.1 nsUjifauzaniuuan1engwang (Compliance with legal

requirements)
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11.1.2 matlasnuanuaznindaunadaan (Intellectual property
rights (IRP))
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organizational records)
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11.2 msdjiaaanlauie anasgimanadnaslaaaisuazdaninun
N19tnAA (Compliance with security policies and standards, and

technical compliance)
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(Technical compliance checking)
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11.3.2 matlostweiasdedmiunIasial s dussuusssune
(Protection of information systems audit tools)
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